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•   Deployment	
  of	
  a	
  unified	
  control	
  system	
  to	
  configure	
  and	
  
monitor	
  a	
  whole	
  compu&ng	
  environment,	
  based	
  on:	
  

–   Global	
  configura4on:	
  
•   Webmin.	
  

–   Global	
  monitoring:	
  
•   Ganglia-­‐monitor.	
  
•   Nagios	
  3.	
  

–   Others:	
  
•   Log	
  File	
  Viewers:	
  	
  

–   Webalizer	
  Logfile	
  Analysis	
  
(Webmin	
  module).	
  

–   Ksystemlog.	
  
–   Logwatch.	
  

•   Linux	
  tools:	
  
–   System:	
  

»   sysstat, lsof 
–   Accoun4ng:	
  

»   acct (lastcomm, sa) 
–   Networking:	
  

»   iptraf, netstat, nmap	
  

Target: Control panel (configuration) 
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•   Graphical	
  tool	
  for	
  the	
  on-­‐line	
  
“display”	
  of	
  system	
  logs:	
  

–   Orderly	
  and	
  friendly.	
  

•   It’s	
  part	
  of	
  KDE4	
  environment.	
  

•  Main	
  features:	
  
–   Display	
  of	
  any	
  Linux	
  	
  

log	
  file.	
  
–   Colors.	
  
–   Filters.	
  
–   Order.	
  

•   ...	
  

Linux tools: Ksystemlog 
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•   It	
  is	
  a	
  powerful	
  and	
  versa&le	
  log	
  parser	
  and	
  analyzer:	
  
–   Gives	
  a	
  unified	
  report	
  of	
  all	
  acFvity	
  on	
  a	
  computer.	
  
–   Enables	
  you	
  to	
  take	
  a	
  look	
  at	
  the	
  system	
  acFvity	
  using	
  the	
  system	
  logs:	
  

•   	
  Summary.	
  

–   Command	
  line	
  or	
  email.	
  
–   Very	
  useful.	
  

•   Results:	
  
–   Synthesized.	
  
–   Summarized.	
  
–   Organized.	
  

•   Uses	
  cron	
  to	
  perform	
  the	
  checkups	
  	
  
systemaFcally.	
  
$ logwatch –-detail Med –-print 	
  

 ################### Logwatch 7.3.1 (09/15/06) ####################  
        Processing Initiated: Tue Dec  2 15:56:56 2008 
        Date Range Processed: yesterday 
                              ( 2008-Dec-01 ) 
                              Period is day. 
      Detail Level of Output: 5 
              Type of Output: unformatted 
           Logfiles for Host: debian 
  ##################################################################  

 --------------------- courier mail services Begin ------------------------  

 Courier restarted itself              4 Times 
 Courier was started by hand (or init) 2 Times 
 Courier was stopped by hand (or init) 2 Times 

 Failed delivery attempts: 6 Times 

   because  550 User unknown. - 6 Times 
      From  - 2 Times 
         To root@debian.localdomain - 2 Times 
      From #@[] - 2 Times 
         To postmaster@debian.localdomain - 2 Times 
      From root@debian.localdomain - 2 Times 
         To root@debian.localdomain - 2 Times 

 --------------------- dpkg status changes Begin ------------------------  

 Installed: 
    telnet 0.17-34 

Linux tools: Logwatch 
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•   Global	
  monitoring	
  from	
  command	
  line.	
  
•   You	
  must	
  install	
  several	
  packages	
  (.deb).	
  

$ apt-get install sysstat lsof… 
•   sysstat:	
  

–   iostat:	
  
•   Reports	
  (CPU)	
  staFsFcs	
  and	
  input/output	
  staFsFcs	
  for	
  devices	
  and	
  parFFons.	
  

–   nfsiostat: 
•   Emulates	
  iostat	
  for	
  NFS	
  mount	
  points	
  using	
  /proc/self/mountstats. 

–   pidstat: 
•   Reports	
  staFsFcs	
  for	
  individual	
  tasks	
  currently	
  being	
  managed	
  by	
  the	
  Linux	
  kernel.	
  	
  

–   sadf: 
•   Displays	
  data	
  collected	
  by	
  sar	
  (system	
  acFvity	
  informaFon)	
  in	
  mulFple	
  formats	
  (CSV,	
  XML,	
  etc.).	
  

–   mpstat: 
•   Reports	
  processors	
  related	
  staFsFcs.	
  	
  

–   cifsiostat: 
•   Reports	
  staFsFcs	
  about	
  read	
  and	
  write	
  operaFons	
  on	
  CIFS	
  filesystems.	
  

•   lsof:	
  
–   lsof: 

•   Lists	
  on	
  its	
  standard	
  output	
  file	
  informaFon	
  about	
  files	
  opened	
  by	
  processes	
  running.	
  
•   IdenFfies	
  the	
  processes	
  running	
  under	
  a	
  file	
  system.	
  

Linux tools: System tools 
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•   The	
  GNU	
  AccounFng	
  UFliFes	
  provide	
  login	
  and	
  process	
  accoun4ng	
  
uFliFes	
  for	
  GNU/Linux	
  and	
  other	
  systems:	
  

–   Useful	
  informaFon	
  about	
  system	
  usage.	
  
–   ConnecFons,	
  programs	
  executed,	
  and	
  uFlizaFon	
  of	
  system	
  resources.	
  

•   First	
  of	
  all,	
  it	
  must	
  be	
  enabled	
  (acFvated):	
  
–   On	
  every	
  system	
  boot:	
  

$ accton /var/log/account/pacct  

•   Tools:	
  
–   lastcomm:	
  

•   Prints	
  out	
  informaFon	
  about	
  previously	
  executed	
  commands:	
  
–   	
  By	
  default,	
  it	
  prints	
  info	
  about	
  all	
  of	
  the	
  commands	
  in	
  acct.	
  

•   It	
  can	
  be	
  considered	
  a	
  "security	
  tool”:	
  
–   “$	
  man lastcomm”	
  	
  

–   sa: 
•   Summarizes	
  more	
  detailed	
  accounFng	
  informaFon:	
  

–   CPU,	
  IO,	
  MEM.	
  

•   “$ man sa”	
  

Linux tools: Accounting 
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•   netstat:	
  
–   Prints:	
  	
  

•   Network	
  connecFons,	
  (-a).	
  	
  
•   RouFng	
  tables,	
  (-r).	
  
•   Interface	
  staFsFcs.	
  	
  
•   Masquerade	
  connecFons.	
  	
  
•   MulFcast	
  memberships.	
  

•   iptraf: 
–   InteracFve	
  Colorful	
  IP	
  LAN	
  Monitor	
  	
  

•   nmap	
  (nmapfe):	
  
–   Network	
  explora4on	
  tool	
  and	
  security.	
  
–   Port	
  scanner:	
  	
  

•   local/remote.	
  

•   tcpdump/wireshark/sniffit: 
–   Allows	
  monitoring	
  of	
  data	
  being	
  sent/received	
  on	
  each	
  connecFon.	
  

•   netperf: 
–   Measures	
  the	
  performance	
  of	
  network	
  links.	
  

Linux tools: Networking 


