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•   Steps	  to	  create	  a	  new	  user:	  
1.   Decide	  some	  basic	  configura9on	  parameters	  for	  the	  user:	  

•   Username,	  iden'fica'on	  (UID),	  user	  group	  (GID),	  user	  root	  directory	  ($HOME)	  loca'on,	  
kind	  of	  shell…	  

2.   Add	  those	  parameters	  to	  the	  system	  database:	  	  
•   /etc/passwd,	  /etc/shadow,	  /etc/group.	  

3.   Configure	  security	  aspects:	  	  
•   Password,	  special	  privileges,	  account	  expira'on	  date…	  

4.   Create	  and	  configure	  $HOME	  directory	  for	  the	  user:	  
•   Shell,	  X	  environ,	  owner	  and	  group…	  

5.   Check	  that	  new	  account	  works	  correctly.	  
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•   Steps	  1	  &	  2:	  Defini'on	  and	  Crea'on:	  
–   The	  file	  /etc/passwd:	  

root:x:0:0:root:/root:/bin/bash 
bin:x:1:1:bin:/bin: 
daemon:x:2:2:daemon:/sbin: 
adm:x:3:4:adm:/var/adm: 
lp:x:4:7:lp:/var/spool/lpd: 
sync:x:5:0:sync:/sbin:/bin/sync 
shutdown:x:6:0:shutdown:/sbin:/sbin/shutdown 
halt:x:7:0:halt:/sbin:/sbin/halt 
… 
test:x:500:500:Usuario test:/home/test:/bin/bash 
apache:x:48:48:Apache:/var/www:/bin/false 
… 

test: x: 500: 500: /bin/bash: Usuario test: /home/test: 

•   Name:	  all	  the	  resources	  employed	  by	  the	  user	  iden'fied	  with	  that	  label.	  Must	  be	  unique.	  
•   Password:	  the	  x	  indicates	  the	  account	  is	  protected	  by	  an	  encrypted	  password	  stored	  in	  
the	  file	  with	  restricted	  access	  /etc/shadow.	  

•   UID:GID:	  numerical	  iden'fiers	  for	  user	  and	  group.	  UID	  must	  be	  unique.	  Coherent	  
assigna'on	  policies:	  UID	  >	  999	  (lower	  ids	  for	  system	  accounts).	  Do	  not	  reuse	  UIDs	  (What	  
happens	  if	  we	  want	  to	  restore	  an	  old	  user?).	  

•   GECOS:	  personal	  informa'on	  about	  the	  user.	  Limitless,	  comma	  separated.	  

•   Root	  directory:	  system	  directory	  where	  the	  user	  stores	  its	  files.	  

•   Shell:	  binary	  associated	  to	  the	  shell	  employed	  by	  the	  user.	  
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•   Steps	  1	  &	  2:	  Defini'on	  and	  Crea'on:	  
–   UNIX	  manages	  users	  through	  groups:	  

•   Allows	  grouping	  users	  to	  share	  files/resources.	  
•   Files	  have	  specific	  access	  permissions	  for	  the	  group.	  

•   The	  group	  assigned	  to	  a	  user	  can	  be	  found	  in:	  /etc/group	  or	  in	  the	  GID	  of	  /etc/passwd.	  
–   The	  file	  /etc/group:	  

test: *: 500: •  Name:	  group	  name.	  

•  Password:	  in	  general,	  not	  employed.	  
•  GID:	  group	  iden'fier.	  	  
•  Addi9onal	  users:	  a	  user	  can	  belong	  to	  more	  than	  one	  group.	  

cdrom: *: 24: test 

–   Command	  groups:	  iden'fies	  the	  groups	  for	  a	  specific	  user.	  

–   Command	  newgrp:	  allows	  a	  user	  to	  change	  its	  group.	  

–   Command	  id:	  prints	  IDs	  (numerical)	  of	  user	  and	  group.	  
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•   Step	  3…	  Next	  sec'on.	  
•   Step	  4:	  Crea'on	  and	  Configura'on	  of	  $HOME:	  

–   Usually	  under	  /home	  directory,	  with	  the	  same	  name	  as	  the	  username.	  

–   Crea'on	  and	  permission	  assigna'on:	  mkdir	  +	  chown	  +	  chgrp.	  

–   Configura'on	  file	  genera'on:	  shell,	  history	  command,	  X…:	  
•   The	  directory	  /etc/skel/:	  contains	  the	  configura'on	  files	  for	  the	  shell.	  
•   Its	  content	  must	  be	  copied	  (/etc/skel/*)	  to	  $HOME.	  

•   Common	  files	  for	  shell	  configura'on:	  
–   [tcsh,csh]:	  /etc/csh.login	  (environment),	  /etc/csh.cshrc	  (func'ons,	  alias,	  etc.).	  
–   [bash]:	  /etc/bashrc,	  /etc/profile.	  
–   [sh]:	  /etc/profile.	  

•   Files	  that	  can	  be	  customized	  by	  the	  user:	  
–   [tcsh]:	  $HOME/.login,	  $HOME/.cshrc,	  $HOME/.tcshrc.	  
–   [csh]:	  $HOME/.login	  $HOME/.cshrc.	  
–   [bash]:	  $HOME/.bash,	  $HOME/.login,	  $HOME/.bashrc,	  $HOME/.bash_logout.	  

–   [sh]:	  $HOME/.profile.	  
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•   Step	  5:	  Account	  checking:	  
–   su	  –	  newuser	  /	  ssh	  localhost	  –l	  newuser	  /	  Ctrl+Alt+F1.	  

•   More	  pending	  tasks:	  
–   Quota	  assigna'on	  (disk),	  resource	  limits	  (limits),	  mail	  alias…	  

•   Automa'za'on	  tools:	  
–   The	  command	  adduser	  allows	  to	  perform	  all	  the	  steps	  at	  the	  same	  'me:	  

•   Default	  defini'on	  of	  users:	  /etc/adduser.conf.	  
–   Command	  usermod	  to	  modify	  a	  user	  account.	  

–   Command	  addgroup:	  group	  management.	  

–   GUI	  “users-‐admin”:	  
•   Part	  of	  “gnome-‐system-‐tools”.	  

•   “apt-‐get	  –no-‐install-‐recommends	  	  gnome-‐system-‐tools”	  (to	  avoid	  installing	  whole	  
gnome).	  

•   Not	  very	  useful	  (How	  to	  create	  100	  new	  users?).	  
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•   Removing	  system	  users:	  
–   Change	  the	  shell	  to	  /bin/false:	  

•   Modify	  the	  line	  in	  /etc/passwd,	  forbids	  a	  user	  from	  star'ng	  a	  new	  session.	  

•   Not	  safe,	  some	  services	  not	  using	  shell	  s'll	  available	  (kp).	  

•   Only	  to	  temporarily	  block	  a	  user	  account.	  

–   Account	  blocking:	  
•   Command:	  passwd	  –l	  (blocks	  the	  password	  of	  an	  account).	  

–   Account	  elimina'on:	  
•   Command:	  userdel	  [–r]	  username	  (–r	  removes	  user	  files	  from	  /home).	  

•   Some	  work	  s'll	  pending:	  mail	  or	  print	  queues,	  cron,	  etc.	  (find	  –user??).	  



Index	  

•   User	  Management:	  
–   	  Defini'on	  and	  Genera'on.	  
–   	  Environment	  configura'on.	  
–   	  Group	  management.	  
–   	  Elimina'on.	  

•   Security	  and	  access	  control:	  
–   	  Password	  management.	  

•   Privilege	  delega9on.	  



Security	  

•   Key	  element	  for	  security:	  user	  password:	  
–   Extremely	  sensi've	  informa'on,	  any	  intruder	  with	  that	  informa'on	  could	  

amack	  the	  system.	  

–   NEVER	  write	  it	  down	  and	  change	  it	  regularly.	  
–   Some	  basic	  rules	  to	  choose	  a	  “safe”	  password:	  

•   No	  username	  or	  varia'ons	  (root/root	  ??).	  

•   No	  dic'onary	  words	  or	  familiar	  names	  (test/temporal	  ??).	  

•   Combine	  upper	  case/	  lower	  case	  lemers	  	  
and	  numbers.	  

•   Do	  not	  repeat	  pamerns	  with	  each	  change	  
(root1,	  root2,	  root3,	  root4…).	  
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•   Minister	  of	  Home	  Affairs	  (Ministro	  del	  Interior),	  Greek	  Government.	  

www.microsiervos.com/archivo/seguridad/ministro-griego-contrasena.html. 

User + passwd 
on a post-it !!!! 

http://www.microsiervos.com/archivo/seguridad/ministro-griego-contrasena.html
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•   Password	  protec'on	  in	  the	  system:	  Encryp9on:	  
–   If	  we	  ask	  the	  user	  to	  avoid	  wri'ng	  down	  their	  passwd,	  the	  system	  should	  

not	  do	  it	  either.	  How	  can	  we	  compare?	  

–   Solu'on:	  one	  direc'on	  encryp'on	  algorithm.	  

–   Command	  passwd:	  assigna'on/modifica'on	  of	  user	  password:	  
•   The	  encrypted	  password	  generated	  is	  saved	  in	  file	  /etc/shadow.	  
•   But…	  if	  the	  user	  can	  modify	  this	  file,	  couldn’t	  he	  also	  modify	  the	  rest	  of	  the	  users’	  

passwds?	  

Assign	  permission	  to	  the	  command,	  not	  the	  file	  (chmod	  4700).	  
Command	  passwd	  with	  SETUID	  ac'vated	  (the	  process	  is	  executed	  with	  owner	  UID).	  

-‐rwsr-‐xr-‐x	  	  1	  	  root	  	  root	  	  31704	  	  nov	  	  14	  	  2009	  	  /usr/bin/passwd.	  
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•   Is	  Encryp'on	  enough?:	  
–   Even	  encrypted,	  the	  contents	  of	  /etc/shadow	  file	  can	  s'll	  be	  useful	  for	  an	  

amacker.	  

–   This	  file	  must	  be	  protected	  against	  reading.	  

–   Addi'onal	  rules	  to	  reduce	  brute-‐force	  security	  risks	  in	  password	  defini'on:	  
Aging	  and	  Cracklib.	  
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•   Password	  protec'on	  in	  the	  system:	  Password	  Aging:	  
–   Security	  mechanism	  that	  forces	  the	  users	  to	  change	  their	  password	  

regularly.	  

–   It	  is	  also	  useful	  to	  maintain	  an	  updated	  list	  of	  valid	  users.	  
–   Command	  chage:	  

•   Can	  be	  interac've	  (chage	  user)	  or	  through	  op'ons	  (chage	  -‐<opt>	  user).	  
•   Op'on	  –m:	  minimal	  number	  of	  days	  between	  changes.	  If	  0,	  user	  cannot	  change	  its	  

passwd.	  
•   Op'on	  –M:	  validity	  period	  for	  the	  password	  (with	  –W	  ac'vates	  previous	  warnings).	  

•   Op'on	  –d:	  number	  of	  days	  since	  January	  1,	  1970	  when	  the	  passwd	  was	  last	  changed.	  

•   Op'on	  –E:	  number	  of	  days	  since	  1970	  on	  which	  the	  user	  account	  will	  no	  longer	  be	  
accessible	  (expira'on	  date).	  

•   Op'on	  –I:	  number	  of	  days	  of	  inac'vity	  aker	  a	  password	  has	  expired	  before	  the	  account	  
is	  locked.	  

–   All	  this	  informa'on,	  as	  well	  as	  encrypted	  password	  is	  stored	  in	  /etc/
shadow.	  
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•   The	  file	  /etc/shadow:	  

root:$1$h.OyoX6l$85/.BIV6ziyVW2G.8Gfyr0:11547:0:99999:7:-‐1:-‐1:-‐1073744240	  
bin:*:11547:0:99999:7:::	  
daemon:*:11547:0:99999:7:::	  
adm:*:11547:0:99999:7:::	  
lp:*:11547:0:99999:7:::	  
…	  
named:*:11547:0:99999:7:::	  
test:$1$decPVavI$fM6DkmowBulunrnflgK90:11547:0:99999:7:::	  
… 

test: $1$decPVavI$ttM6DkmowBulunrnflgK90: 11547: 7: : : 0: 99999: 

•  Name:	  username.	  
•  Password:	  encrypted	  password.	  
•  Date:	  last	  change	  date	  (days	  since	  January	  1,	  1970).	  
•  Minimum:	  number	  of	  days	  before	  next	  passwd	  change.	  

•  Maximum:	  upper	  limit	  for	  password	  modifica'on.	  

•  Warning:	  number	  of	  warning	  days	  prior	  to	  password	  expira'on.	  

•  Inac9ve:	  inac'vity	  days	  aker	  expira'on	  (then	  locking).	  
•  Expire:	  account	  expira'on	  date.	  
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•   Unifica'on	  of	  Authen'ca'on	  Mechanisms:	  PAM:	  
–   Basic	  authen'ca'on	  mechanism:	  login	  +	  password.	  Currently,	  safer	  

alterna'ves:	  Smart-‐cards	  (DNIe),	  Biometry	  (touchID).	  

–   Is	  a	  different	  sw	  version	  
necessary	  for	  each	  authen-‐	  
'ca'on	  mechanism?	  

Applica9on	  

ID checking 

Access Control 

user + password 

Applica9on	  

ID checking 

Access control 

Fingerprint 

Applica9on	  

ID checking 

Access control 

Smart-card 

Applica9on	  

Access Control 

PAM-call 

PAM	  

ID checking 

•   PAM:	  Pluggable	  Authen9ca9on	  
Module:	  
–   Common	  framework	  for	  

authen'ca'on.	  

–   Its	  library	  allows	  developers	  to	  
abstract	  from	  authen'ca'on	  process.	  
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•   Internal	  PAM	  structure:	  
–   Configura9on	  files:	  

•   Each	  service/applica'on	  making	  use	  of	  PAM	  has	  its	  own	  file	  in	  /etc/pam.d.	  

•   File	  format:	  [module_type]	  	  [control_flag]	  	  [PAM_module]	  	  [arguments].	  

Applica'on	  

reboot	  

PAM	  
Library	  

reboot	  

passwd	  

sshd	  

auth	  sufficient	  pam_rootok.so	  
auth	  required	  pam_console.so	  

account	  required	  pam_permit.so	  

…	  

/etc/pam.d	  directory	  

cracklib.so	   permit.so	   rootok.so	   console.so	  …

Re
qu

es
t	  

Su
cc
es
s	  

or
	  F
ai
lu
re
	  

–   PAM	  Modules:	  
•   4	  types,	  depending	  on	  the	  authen'ca'on	  process	  aspect	  to	  be	  dealt	  with.	  
•   auth:	  authen'ca'on.	  Example:	  verify	  password	  validity.	  

•   account:	  verify	  access	  permissions.	  Example:	  check	  if	  a	  user	  account	  has	  expired.	  

•   password:	  interface	  for	  user	  password	  change.	  
•   session:	  configura'on	  and	  administra'on	  of	  user	  sessions.	  	  
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•   Password	  protec'on	  in	  the	  system:	  Cracklib:	  
–   PAM	  module	  in	  charge	  of	  verifying	  password	  strength:	  

•   Objec've:	  to	  forbid	  the	  use	  of	  weak	  passwords	  (1234).	  
–   Password	  strength	  is	  checked	  in	  the	  following	  way:	  

•   Dic'onary	  comparison	  (default	  English).	  Could	  be	  linked	  to	  different	  dic'onaries.	  

•   Comparison	  with	  previous	  password:	  upper/lower	  case,	  number	  of	  different	  characters.	  

•   Length:	  is	  it	  too	  short?	  
•   …	  

–   Required	  module:	  libpam_cracklib	  (installed):	  
•   #apt-‐get	  install	  libpam-‐cracklib.	  

–   Configura'on	  file:	  /etc/pam.d/common-‐passwd:	  
•   Include	  the	  following	  line:	  password	  	  required	  	  pam_cracklib.so	  	  retry=3	  	  minlen=6.	  
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•   Some'mes	  it	  could	  be	  useful	  to	  give	  normal	  users	  permission	  to	  
perform	  some	  tasks	  reserved	  for	  root.	  

•   Command	  sudo:	  
–   Allows	  a	  user	  to	  execute	  a	  command	  as	  if	  it	  were	  root.	  

–   The	  file	  /etc/sudoers	  contains	  the	  commands	  each	  user	  can	  execute:	  
•   This	  file	  can	  only	  be	  edited	  with	  command	  visudo.	  

•   Format:	  [user]	  	  [SYSTEMS=(privileges)]	  	  [allowed	  ac'ons].	  

•   Example:	  %admin	  	  ALL=(ALL:ALL)NOPASSWD	  /usr/bin/apt-‐get:	  
–   %admin:	  all	  the	  users	  in	  the	  admin	  group	  (single	  user	  without	  %).	  
–   ALL:	  from	  any	  HOST/IP	  direc'on.	  
–   (ALL:ALL):	  can	  execute	  command	  as	  any	  user:group	  (not	  only	  root).	  

–   NOPASSWD:	  no	  password	  required.	  
–   /usr/bin/apt-‐get:	  list,	  comma	  separated,	  of	  allowed	  commands.	  

•   Users/hosts/commands	  grouping	  is	  usually	  managed	  through	  alias.	  

•   Ubuntu,	  OSX,	  make	  use	  of	  sudo	  for	  administra'on	  tasks	  (root	  account	  not	  exposed	  to	  
the	  user).	  In	  the	  sudoers	  file:	  user	  (ALL)=ALL.	  


